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The increasing reliance on E-Commerce has underscored the need for
robust recommendation systems capable of delivering personalized
and secure product suggestions. This research addresses the
challenges of traditional models, such as data sparsity, scalability
limitations, and privacy concerns, by introducing a hybrid deep
learning framework that integrates Knowledge-Aware Neural
Networks and Collaborative Filtering with private blockchain
technology. Knowledge-Aware Neural Networks utilize knowledge
graphs to encode complex relationships among products, users, and
their attributes, while Collaborative Filtering captures latent patterns
in user-item interactions to enhance prediction accuracy. We
implemented private blockchain to ensure secure data handling, which
aided in protecting user privacy through decentralized and tamper-
resistant mechanisms. The system was evaluated using precision,
recall, F1 score, and mean squared error, demonstrating superior
performance compared to baseline models and achieving a 15%
improvement in accuracy and enhanced data security. This research
bridges significant gaps between recommendation systems, advanced
deep learning techniques, and blockchain technology, offering
practical applications for E-Commerce platforms to improve user
engagement and trust. Future research may expand on this framework
by incorporating real-time user feedback and adapting the model to
other high-dimensional data domains, contributing further to the
field's theoretical and practical advancements.
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1. INTRODUCTION

The proliferation of E-Commerce has spurred an unprecedented demand for sophisticated
recommendation systems that cater to the needs of both consumers and service providers. Traditional
recommendation techniques such as Collaborative Filtering and content-based approaches have laid the
foundation for personalized recommendations [1]. Nonetheless, the explosive growth in the volume of online
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retail data and the evolving expectations of users have exposed significant gaps in the precision and security
of these models. This calls for a paradigm shift towards integrating advanced deep learning architectures that
not only enhance recommendation accuracy but also ensure the privacy and security of user data. Knowledge-
aware Neural Networks and Collaborative Filtering have emerged as promising solutions in this domain,
offering the potential to incorporate complex, structured relationships between products and users, thereby
mitigating some of the key limitations faced by conventional recommendation approaches.

Furthermore, the integration of block chain technology into recommendation systems has opened new
avenues for addressing persistent privacy concerns in E-Commerce applications [2]. Block chain’s distributed
ledger mechanism inherently provides transparency and data immutability, characteristics that are increasingly
essential for systems that handle sensitive user data. Current recommendation models often suffer from
centralized vulnerabilities that expose them to malicious attacks or data breaches [3]. By introducing a private
block chain to secure data transactions within the recommendation framework, this research aims to create a
more robust and tamper-resistant system that protects user interactions from unauthorized manipulation. Such
integration of block chain ensures that the recommendation process respects the privacy rights of users while
maintaining a high degree of personalization and relevance in product suggestions.

One of the primary challenges in developing effective recommendation systems for E-Commerce lies
in striking the balance between personalized user experience and the security of user data [4]. EXisting deep
learning-based models, despite their high predictive power, often rely on centralized data collection methods,
making them susceptible to both privacy breaches and regulatory scrutiny. Furthermore, scalability becomes a
bottleneck when attempting to accommodate a growing number of users and an expanding catalog of products.
Knowledge-aware Neural Networks offer a pathway to circumvent these issues by leveraging domain-specific
knowledge representations, allowing for a richer understanding of user preferences and item characteristics [5].
This enhancement, when paired with the robust personalization capabilities of Collaborative Filtering, forms a
hybrid model capable of scaling while maintaining security through decentralized ledger technology.

The adoption of hybrid models that combine Knowledge-aware Neural Networks and Collaborative
Filtering introduces several advantages, particularly in the context of sparsity and cold-start problems prevalent
in traditional systems. Knowledge graphs, as employed in the proposed model, facilitate the incorporation of
auxiliary information such as product attributes, user demographics, and purchase context. This additional layer
of contextual understanding enables the system to make informed recommendations even in the absence of
extensive interaction data. Moreover, the integration of Collaborative Filtering ensures that the system remains
capable of capturing latent patterns in user-item relationships, which are crucial for delivering
recommendations that are aligned with user interests [6]. Thus, the combination of these two approaches leads
to a more accurate, versatile, and context-aware recommendation framework.

Despite the success of many existing approaches, the vulnerability of traditional recommendation
systems to data breaches and privacy issues poses a serious challenge in the E-Commerce domain. This
research seeks to mitigate these concerns by incorporating private block chain [7] as a foundational element of
the recommendation system's architecture. The use of a private block chain facilitates secure data transactions
while allowing transparent access control mechanisms that prevent unauthorized usage or modification of user
data. By employing smart contracts, the proposed system can ensure that user preferences and transaction
histories are processed in a secure and verifiable manner, thus building a trustworthy ecosystem for E-
Commerce product recommendations that honors the confidentiality of user information.

Another critical aspect of this research is addressing the inherent scalability issues in deep learning-
based recommendation systems [8]. The proposed hybrid model, consisting of Knowledge-aware Neural
Networks and Collaborative Filtering, is designed to work in tandem with block chain to distribute the
computational load while maintaining data integrity. This decentralized approach not only enhances the
scalability of the system by utilizing distributed ledger nodes for processing but also reduces the risk associated
with a single point of failure. In contrast to centralized models that struggle with latency and bottleneck issues
as the network scales, this block chain-supported architecture provides a promising solution for maintaining
efficiency even with an increasing number of transactions and users.

The objectives of this study revolve around improving the recommendation accuracy of E-Commerce
systems while simultaneously addressing data privacy concerns through blockchain integration. The primary
focus is to evaluate how the hybrid model, composed of Knowledge-aware Neural Networks and Collaborative
Filtering, performs in real-world scenarios where both personalization and security are paramount. By
benchmarking the model against established baselines, the study aims to quantify improvements in
recommendation accuracy and assess the efficacy of blockchain mechanisms in safeguarding user data.
Moreover, the research intends to provide deeper insights into consumer behavior patterns, which can inform
future advancements in personalized recommendation technologies and strategies for data security.

The contributions of this work are multifaceted, extending the boundaries of current recommendation
system paradigms by bridging the gap between deep learning, knowledge representation, and block chain
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security. By presenting a hybrid model that integrates Knowledge-aware Neural Networks with Collaborative
Filtering, this research advances the state of the art in recommendation accuracy while addressing the privacy
vulnerabilities that plague existing systems. Likewise, the deployment of private block chain technology within
the recommendation process introduces an innovative mechanism for ensuring that sensitive user data is
processed transparently and securely. These contributions hold substantial potential to enhance the overall
efficacy, reliability, and trustworthiness of product recommendations in the ever-expanding landscape of E-
Commerce.

2. LITERATURE REVIEW

The evolution of product recommendation systems has been instrumental in shaping the consumer
experience in E-Commerce platforms. Early approaches such as collaborative filtering and content-based
methods set the groundwork for personalized recommendations. Collaborative filtering excels at identifying
patterns in user-item interactions, whereas content-based methods focus on matching user preferences with
product attributes. Despite their foundational significance, these methods exhibit inherent limitations, such as
the cold-start problem, sparsity issues, and limited ability to adapt to evolving user preferences. Recent
advancements in artificial intelligence have shifted the focus toward leveraging deep learning models, which
offer superior capabilities in handling complex, multidimensional data structures. These models have
transformed recommendation systems by enabling better personalization and scalability in dynamic E-
Commerce environments [9]

The application of deep learning models, particularly recurrent neural networks (RNNs) and
convolutional neural networks (CNNSs), has substantially advanced the field of recommendation systems [10].
RNNSs have demonstrated their utility in capturing temporal dependencies in user behavior, making them
suitable for sequential recommendation tasks. CNNs, on the other hand, excel at extracting features from
structured and unstructured data, such as product descriptions and user reviews. While these models have
significantly improved recommendation accuracy, they also face challenges related to high computational
demands and difficulties in interpreting model outputs. Furthermore, the requirement for extensive labeled data
limits their applicability in scenarios with sparse datasets. Studies have highlighted the potential of hybrid
architectures, which combine the strengths of multiple deep learning models to address these limitations.

Blockchain technology has emerged as a transformative tool for addressing security concerns in data-
intensive applications such as recommendation systems. Its decentralized architecture ensures data integrity,
immutability, and transparency, which are essential for handling sensitive user information. Private
blockchains, in particular, offer controlled access mechanisms that align well with the privacy requirements of
E-Commerce platforms [7]. Consensus protocols such as proof of authority and Byzantine fault tolerance [11]
provide the computational efficiency needed for real-time applications. Recent research has demonstrated the
efficacy of blockchain in mitigating risks associated with centralized vulnerabilities, such as data breaches and
unauthorized access, while maintaining high throughput and low latency in recommendation pipelines

Hybrid recommendation systems that integrate multiple algorithms have shown promise in enhancing
both accuracy and robustness. By combining content-based filtering with collaborative approaches, hybrid
models address the weaknesses of each method while leveraging their respective strengths. The incorporation
of knowledge graphs [12] has further enriched these models, allowing them to utilize auxiliary information
such as product attributes and user demographics for contextual recommendations. Empirical studies reveal
that hybrid models outperform traditional techniques in handling sparse datasets and delivering personalized
recommendations in real-time. However, challenges persist in balancing computational efficiency with the
complexity of these hybrid architectures, necessitating ongoing research to optimize their design and
implementation.

Despite the significant advancements in recommendation systems, gaps remain in key areas such as
data privacy, interpretability, and scalability. Traditional models often lack mechanisms for ensuring user data
confidentiality, raising concerns about compliance with privacy regulations [13]. Model interpretability also
poses a challenge, as many deep learning approaches function as black-box systems, limiting their adoption in
contexts that require explainability. Scalability becomes a bottleneck when accommodating an expanding user
base and a growing product catalog. Addressing these gaps requires an integrated framework that combines
advanced deep learning techniques with robust security measures. Blockchain technology, with its
decentralized and tamper-resistant nature, offers a promising avenue for enhancing data security and user trust
in recommendation systems.

This research proposes a hybrid deep learning and blockchain-based framework to address these
identified gaps. The framework integrates knowledge-aware neural networks with collaborative filtering to
improve recommendation accuracy while leveraging blockchain to ensure secure and transparent data handling.
Knowledge-aware neural networks enrich the recommendation process by incorporating structured knowledge
representations, enabling the system to generate contextually relevant suggestions even in sparse data
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environments [14]. Collaborative filtering complements this by capturing latent patterns in user-item
interactions, resulting in more personalized and precise recommendations. Blockchain's role in this architecture
is pivotal, providing a decentralized mechanism for data management and ensuring that user privacy is
preserved without compromising system performance.

3. THEORETICAL BACKGROUND

The development of recommendation frameworks in E-Commerce has been underpinned by foundational
techniques such as collaborative filtering, content-based filtering, and their hybrid variants. Collaborative
filtering operates on the principle of leveraging user-item interaction data to identify patterns that inform
personalized recommendations. This approach is effective when sufficient interaction data is available but
struggles with issues such as sparsity and the cold-start problem. Content-based filtering, in contrast, relies on
the attributes of items to predict user preferences based on their historical behavior. Although this method
addresses the sparsity issue to some extent, it lacks the ability to generalize across diverse user behaviors and
contexts. Hybrid frameworks combine these methodologies to harness their complementary strengths, offering
more robust solutions for recommendation tasks. These frameworks are theoretically supported by ensemble
modeling principles, enabling them to integrate multiple data modalities and improve overall system accuracy.

Herewith, private blockchain technology is a specialized application of blockchain principles tailored
for controlled environments like E-Commerce systems. Unlike public blockchains, private blockchain
networks operate with restricted access, granting participation only to authorized entities. This ensures better
control over data flow and compliance with organizational policies. The architecture of private blockchains
includes consensus algorithms such as Practical Byzantine Fault Tolerance and Proof of Authority, which are
optimized for high efficiency and low energy consumption. These algorithms enable secure and transparent
transaction processing, making them suitable for E-Commerce scenarios where data integrity and user privacy
are paramount. The theoretical framework of private blockchains emphasizes distributed ledger principles and
cryptographic security, ensuring that sensitive data remains tamper-proof while supporting efficient consensus
across participating nodes.

The proposed hybrid deep learning model integrates Knowledge-Aware Neural Networks and
Collaborative Filtering to address the limitations of traditional recommendation approaches. Knowledge-
Aware Neural Networks introduce a theoretical structure that incorporates domain-specific knowledge into the
recommendation process, enabling the system to understand complex relationships among users, items, and
their attributes. Collaborative Filtering complements this by identifying latent patterns in user-item
interactions, which are crucial for generating personalized recommendations. The hybridization of these
models ensures that the strengths of one approach mitigate the weaknesses of the other. Theoretical studies
support the notion that such hybrid frameworks achieve higher prediction accuracy and scalability, particularly
in environments with diverse user preferences and large-scale data.

Thus, the Knowledge-Aware Neural Networks and Collaborative Filtering each contribute distinct
advantages to the hybrid framework. Knowledge-Aware Neural Networks utilize graph-based representations
to encode relationships between entities, enabling sophisticated feature extraction and contextual reasoning.
Their foundation involves embeddings and attention mechanisms that prioritize relevant features during
training. Collaborative Filtering employs matrix factorization and nearest-neighbor algorithms to identify user-
item similarities, with the theoretical basis rooted in linear algebra and statistical modeling. By combining these
methodologies, the hybrid model achieves a balanced approach to feature selection and predictive accuracy.
The integration ensures that the network adapts to sparse data environments while retaining the ability to scale
with the growth of user interactions and product catalogs, making it highly effective for modern E-Commerce
applications

4. PROPOSED METHODOLOGY

The proposed methodology outlines a hybrid recommendation framework integrated with private
blockchain technology, focusing on accuracy and security in E-Commerce systems. The architecture comprises
multiple interconnected components, including a Knowledge-Aware Neural Network (KANN), Collaborative
Filtering (CF) model, and a private blockchain ledger. The data flows sequentially from user interactions to the
recommendation model, then to the blockchain ledger for secure storage and verification, before being served
to user interfaces. Each subsystem is modular, allowing for scalability and independent updates. The statistical
and algorithmic modeling (i.e., as exhibited in Figure 1) underpinnings of these components are critical to the
system's performance.
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Figure 1. Modeling of Hybrid Recommendation System with Block Chain Integration

Data collection is foundational to the system's functionality, with sources including user interaction logs,
product metadata, and transaction history. Interaction logs capture behavioral data such as clicks, views, and
purchases. Product metadata provides structured information about the items, including categories, prices, and
features. Transaction history ensures contextual relevance by incorporating past purchasing behaviors.
Preprocessing begins with data cleaning to remove inconsistencies and redundant entries. Normalization scales
data to a uniform range, enhancing numerical stability during training. Feature extraction is performed using
statistical methods and embeddings, ensuring the data’s dimensionality is optimized for input to the model.
Formally, let X € R™*% represent the feature matrix, where n is the number of samples and d is the
dimensionality. Normalization is achieved as expressed in Eq.1:

X—- 1 1
Xnorm = _#uu = ; 1il=1Xi'O- = \/;Z?:l(xi - .u)z (eql)

g

where p and o denote the mean and standard deviation, respectively. This ensures zero mean and unit variance
for all features.

The model design integrates a KANN and a CF subsystem, with each serving distinct roles. KANN generates
initial predictions by embedding user and product data into a structured graph format. The embeddings are
optimized using graph convolutional layers, enabling the model to capture both explicit and implicit
relationships. The loss function combines cross-entropy for classification with a regularization term to prevent
overfitting:

Ligany = — Xiz1 yilog(@) + 411 6 113 (eq.2)

Whereas per Eq.2. y; represents the true label, ; the predicted probability, 6 the model parameters, and A the
regularization coefficient.

Collaborative Filtering complements this by regularizing features through matrix factorization, capturing latent
patterns in user-item interactions. The model decomposes the interaction matrix R into two low-rank matrices
P and Q, where P € R™*¥ and Q € R™**, minimizing the reconstruction error, as extended in Eq.3:

Lep =1 PQT IIE+ BN P NI +1 Q 117) (eq3)
Here, |I. 1% represents the Frobenius norm, and f is a regularization term to ensure numerical stability.
h = SHA — 256(d), de{0,1}* (eq4)
where in Eq.4, d represents the input data and h the hashed output. This ensures the integrity of data stored
within the blockchain. Herewith, proposed hybrid methodology enhances both recommendation accuracy and
data security. The system’s modular architecture (i.e., as illustrated in Table 1), combined with robust

preprocessing, advanced model design, and secure blockchain integration, positions it as a comprehensive
solution for next-generation E-Commerce systems.
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Table 1. Algorithm for Hybrid Recommendation System with Blockchain Integration

Step Description

Step 1 Initialize the system architecture, including modules for Knowledge-Aware Neural
Networks (KANN), Collaborative Filtering (CF), and Blockchain Ledger.

Step 2 Collect user interaction data, product metadata, and transaction history from the
database. Preprocess the data by cleaning, normalizing, and extracting relevant features.

Step 3 Train the Knowledge-Aware Neural Network using graph embeddings to represent

relationships between users, products, and contextual data. Optimize model parameters
using backpropagation and loss functions.

Step 4 Apply Collaborative Filtering for feature regularization by performing matrix
factorization on the user-item interaction matrix. Minimize reconstruction error to
identify latent patterns.

Step 5 Generate initial product recommendations by combining outputs from the KANN and
CF modules using weighted scoring.

Step 6 Encrypt the recommendation results and store them securely on the blockchain using
cryptographic hashing and smart contracts for integrity verification.

Step 7 Validate data integrity through consensus protocols (e.g., Proof of Authority). Ensure
that tamper-resistant records are maintained in the blockchain ledger.

Step 8 Serve personalized recommendations to users via the application interface. Continuously

update the models and blockchain ledger based on new interactions.

5. EVALUATION AND RESULTS

The implementation of the hybrid recommendation system was conducted using a carefully curated set of tools
and technologies to ensure compatibility and scalability with the proposed architecture. TensorFlow was
utilized for model training due to its flexibility in constructing deep learning frameworks and its support for
GPU acceleration. Python served as the programming language because of its extensive libraries for data
processing, machine learning, and blockchain integration. Hyperledger Fabric was selected for the blockchain
component, given its ability to create private networks with custom smart contracts and efficient consensus
protocols. The hardware infrastructure included a server equipped with NVIDIA RTX 3090 GPUs for training
the neural networks, along with a multi-core Intel Xeon processor to handle blockchain transactions and
preprocessing tasks. These technologies were chosen for their robustness, ease of integration, and ability to
support the computational demands of the system.

The system used multiple data sources, including user interaction histories, transaction logs, and product
metadata from our purpose built testing E-Commerce platform. User interaction histories provided information
on clicks, views, and purchases, which were essential for training collaborative filtering models. Transaction
logs contributed contextual data, including timestamps and user sessions, which enhanced the temporal
understanding of consumer behavior. Product metadata encompassed categorical and numerical attributes,
enabling richer feature representations. Feature engineering was critical in preparing the dataset, involving
techniques like normalization to scale numerical features, one-hot encoding for categorical variables, and
Principal Component Analysis (PCA) to reduce dimensionality. These methods ensured that the input data-
maintained relevance and interpretability while improving computational efficiency. Embedding layers within
the Knowledge-Aware Neural Network encoded semantic relationships in graph data, facilitating the extraction
of latent patterns crucial for predictions.

The training procedure adhered to standard practices in deep learning, ensuring model generalizability
and robustness. The dataset was partitioned into training, validation, and test sets using a 70-15-15 split. The
training process utilized the Adam optimizer with an adaptive learning rate schedule to minimize the loss
function effectively while avoiding local minima. Regularization techniques, such as L2 penalties and dropout
layers, were applied to prevent overfitting, particularly in dense layers. Early stopping was employed, halting
training when the validation loss stagnated over several epochs to reduce unnecessary computations. The
Collaborative Filtering module used matrix factorization with gradient descent to decompose the user-item
interaction matrix into latent factors. Each module was trained iteratively until convergence, ensuring
consistency across evaluation metrics. These steps, executed on high-performance GPU clusters, provided a
robust foundation for accurate and efficient recommendation generation.

The evaluation of the hybrid system involved an experimental setup that focused on reproducibility
and precision. The system was benchmarked on an E-Commerce dataset containing millions of interactions.
Hardware specifications included GPU acceleration for training and a private blockchain server to validate
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transactions in real time. Metrics such as precision, recall, F1 score, and mean squared error were employed to
evaluate system performance (i.e., as exhibited in Figure 2, anf Figure 3). Precision and recall assessed the
relevance of recommendations, while the F1 score provided a balanced evaluation of precision and recall. Mean
squared error quantified the deviation between predicted and actual user preferences. Baseline models,
including standard collaborative filtering and standalone deep learning models, were evaluated alongside the
hybrid model. The proposed system outperformed these baselines, demonstrating a 15% improvement in F1
score and a 20% reduction in mean squared error.
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Figure 3. Mean Squared Error

Statistical tests validated the significance of the performance improvements observed in the hybrid model. A
paired t-test comparing the F1 scores of the hybrid and baseline models revealed a p-value below 0.01,
confirming that the improvements were statistically significant. Visualization of the results included precision-
recall curves and heatmaps of feature importance. The curves illustrated the superiority of the hybrid model
across different thresholds, while the heatmaps highlighted the contributions of various features to the final
predictions. Features such as user demographics and product categories emerged as highly influential,
suggesting their critical role in shaping recommendation accuracy.

The analysis of feature importance provided deeper insights into consumer behavior, revealing
patterns that were previously obscured by traditional models. For example, embedding-based representations
captured the contextual relationships between products that frequently co-occurred in transactions, enabling
the system to recommend complementary items effectively. These insights have direct implications for E-
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Commerce applications, enabling businesses to refine their marketing strategies and inventory management.
The blockchain integration further ensured the security and integrity of sensitive user data, enhancing user trust
while maintaining compliance with data privacy regulations.

The findings of this study have significant implications for the field of recommendation systems. The
integration of Knowledge-Aware Neural Networks and Collaborative Filtering, coupled with blockchain for
secure data handling, represents a major advancement in achieving both accuracy and reliability. The
experimental outcomes demonstrate the potential for scaling the system to larger datasets while maintaining
performance. The hybrid system’s ability to adapt to diverse user preferences and product attributes ensures its
applicability across a wide range of E-Commerce scenarios. Future work may extend this framework to include
additional data sources, such as real-time feedback loops, to further enhance recommendation quality and user
satisfaction.

6. CONCLUSION

This study presents a hybrid recommendation framework integrating Knowledge-Aware Neural Networks,
Collaborative Filtering, and private blockchain technology to address the dual challenges of accuracy and
security in E-Commerce systems. The framework effectively captures complex relationships among users,
products, and their attributes through knowledge graphs, while Collaborative Filtering enhances feature
regularization by uncovering latent patterns in user-item interactions. The incorporation of blockchain ensures
the secure handling of sensitive user data, reinforcing trust and privacy. Experimental results demonstrate
significant improvements in precision, recall, F1 score, and mean squared error, underscoring the robustness
and scalability of the proposed system.

Despite its strengths, the study acknowledges limitations such as the computational cost of blockchain
integration and the dependency on domain-specific knowledge graphs. These limitations, however, do not
detract from the importance of the findings, as they provide a scalable, secure, and accurate solution for
personalized recommendations in E-Commerce. The practical implications include enhancing user
engagement, improving product visibility, and fostering trust in online platforms. Future research could explore
extending the model to include real-time feedback mechanisms, optimizing computational efficiency, and
applying the framework to other domains such as healthcare and financial services. These directions offer
promising avenues for expanding the applicability and impact of hybrid recommendation systems.

DATA AVAILABILITY
The datasets generated and analyzed during the current study are not publicly available due to privacy and
ethical considerations but can be furnished upon legitimate request to the corresponding author.

REFERENCES

[1] F. Messaoudi and M. Loukili, “E-commerce Personalized Recommendations: a Deep Neural Collaborative Filtering Approach,”
Operations Research Forum, vol. 5, no. 1, Jan. 2024, doi: 10.1007/s43069-023-00286-5.

[2]  S. Asaithambi, L. Ravi, M. Devarajan, A. S. Almazyad, G. Xiong, and A. W. Mohamed, “Enhancing enterprises trust mechanism
through integrating blockchain technology into e-commerce platform for SMEs,” Egyptian Informatics Journal, vol. 25, p. 100444,
Jan. 2024, doi: 10.1016/j.€ij.2024.100444.

[3] B. Girimurugan, T. Venkatesan, A. S. P, S. V. S. S. Gogada, G. Fufa, and M. Peswani, “Blockchain for E-Commerce,” in Advances
in web technologies and engineering book series, 2024, pp. 333-360. doi: 10.4018/979-8-3693-6557-1.ch014.

[4]  S. Saeed, “A Customer-Centric View of E-Commerce Security and Privacy,” Applied Sciences, vol. 13, no. 2, p. 1020, Jan. 2023,
doi: 10.3390/app13021020.

[6] X.Ma, H. Zhang, J. Zeng, Y. Duan, and X. Wen, “FedK GRec: privacy-preserving federated knowledge graph aware recommender
system,” Applied Intelligence, vol. 54, no. 19, pp. 9028-9044, Jul. 2024, doi: 10.1007/s10489-024-05634-4.

[6] M. Liao and S. S. Sundar, “When E-Commerce Personalization Systems Show and Tell: Investigating the Relative Persuasive
Appeal of Content-Based versus Collaborative Filtering,” Journal of Advertising, vol. 51, no. 2, pp. 256-267, Mar. 2021, doi:
10.1080/00913367.2021.1887013.

[71 M. Li, L. Zhu, Z. Zhang, C. Lal, M. Conti, and M. Alazab, “Anonymous and Verifiable Reputation System for E-Commerce
Platforms Based on Blockchain,” IEEE Transactions on Network and Service Management, vol. 18, no. 4, pp. 44344449, Aug.
2021, doi: 10.1109/tnsm.2021.3098439.

[8] M. Jangid and R. Kumar, “Deep learning approaches to address cold start and long tail challenges in recommendation systems: a
systematic review,” Multimedia Tools and Applications, Oct. 2024, doi: 10.1007/s11042-024-20262-3.

[9]1 S. Aljarboa, “Factors influencing the adoption of artificial intelligence in e-commerce by small and medium-sized enterprises,”
International Journal of Information Management Data Insights, vol. 4, no. 2, p. 100285, Sep. 2024, doi:
10.1016/j.jjimei.2024.100285.

[10] N.RamshankarandJ. P. PM, “Automated sentimental analysis using heuristic-hased CNN-BiLSTM for E-commerce dataset,” Data
& Knowledge Engineering, vol. 146, p. 102194, May 2023, doi: 10.1016/j.datak.2023.102194.

[11] Y.P. Tsang, Y. Fan, C. K. M. Lee, and H. C. W. Lau, “Blockchain sharding for e-commerce supply chain performance analytics
towards Industry 5.0,” Enterprise Information Systems, vol. 18, no. 4, Jan. 2024, doi: 10.1080/17517575.2024.2311807.

[12] G. Xv et al., “E-commerce Search via Content Collaborative Graph Neural Network,” Proceedings of the 28th ACM SIGKDD
Conference on Knowledge Discovery and Data Mining, pp. 2885-2897, Aug. 2023, doi: 10.1145/3580305.3599320.

Ubiquitous Technology Journal, Vol. 1, No. 1, January 2025: pp:1-9



Ubiquitous Technology Journal ISSN: 3079-5273 a 9

[13] J. K. Dawson, F. Twum, J. B. H. Acquah, and Y. M. Missah, “Ensuring confidentiality and privacy of cloud data using a non-
deterministic cryptographic scheme,” PLoS ONE, vol. 18, no. 2, p. 0274628, Feb. 2023, doi: 10.1371/journal.pone.0274628.

[14] Q. Zhu, H. Zhang, Q. He, and Z. Dou, “Query-Aware Explainable Product Search With Reinforcement Knowledge Graph
Reasoning,” IEEE Transactions on Knowledge and Data Engineering, vol. 36, no. 3, pp. 1260-1273, Jul. 2023, doi:
10.1109/tkde.2023.3297331.

BIOGRAPHIES OF AUTHORS

Asad Ullah © B B3 P is an associate professor in the School of Information Engineering
at Xi’an Eurasia University. He holds a Ph.D. in Information Engineering from Chang’An
University. His research encompasses applied mathematics, graph theory, e-commerce
recommendation systems, digital image processing, machine learning, and the mathematical
and computational aspects of science and engineering. Dr. Ullah has made significant
contributions to the mathematical analysis and topological characterization of the application
of machine learning models in dissimilar science domain knowledge. His work is well-
recognized in the academic community, with numerous publications in reputable journals.
He can be contacted at email: asadullah@eurasia.edu

Adil Hussain & EJ B ® is a PhD research scholar specializing in computer vision, image
processing, and data-driven diagnostics, with a growing focus on the intersection of artificial
intelligence and privacy-preserving technologies. His research encompasses the
morphological classification of data, where he integrates shape descriptors, machine
learning, and deep learning techniques to improve diagnostic accuracy in healthcare setup.
Expanding his expertise into knowledge-driven hybrid models for e-commerce
recommendations, Adil contributes to developing intelligent systems that combine domain-
specific knowledge with collaborative filtering and machine learning to enhance
recommendation accuracy. He is particularly interested in integrating privacy-preserving
mechanisms, such as secure data-sharing protocols and blockchain, to ensure user trust and
data integrity in these systems. His scholarly work is widely recognized, with publications
in leading journals and conference proceedings, reflecting his commitment to advancing
both computational healthcare solutions and innovative applications in secure Al-driven
systems. Adil’s interdisciplinary approach bridges the gap between technology and real-
world applications, driving impactful outcomes in healthcare and e-commerce. He can be
contacted at email: 2022032907 @chd.edu.cn

Knowledge-Driven Hybrid Models for E-Commerce Recommendations and Privacy (Asad Ullah)


https://scholar.google.com/citations?user=9v4HuXgAAAAJ&hl=en
https://orcid.org/0000-0003-1203-1560
https://scholar.google.com/citations?user=9AZx1SgAAAAJ&hl=en
https://www.webofscience.com/wos/author/record/LXB-4113-2024

